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Enabled (DWORD) = 1

·

·  

This option will also be available to Secure Messaging  users

·   

·

·

·

·

·

·  

·  

·

·

· LetsEncrypt  

71

27

60 27

95

60 95

55

60

146

91

107



 
  

·  

·   

·

 

92

93

106 103 108

97

93 95

47

41

266



·   
 

·

·  

·

 

·  

SecurityGateway: Configuring
Active-Active Database Replication

·  

·

·  

· execute

·

·

·

·

60

47

210

112

201

110

239

92

http://files.altn.com/securitygateway/release/SecurityGateway Active Clustering.pdf
http://files.altn.com/securitygateway/release/SecurityGateway Active Clustering.pdf


·  

·

·  
 

· "

· LetsEncrypt  

·  

· GetServerSetting PutServerSetting 

·  

·  

·

·

·

·

·

·  

257

71

71

60

103

163

76

256

76

122

71

76



·

·   

·

·

·

·

·

·

·

·

·

·

·

\SecurityGateway\App

"sgdbtool.exe convertfb3

259

112

112

117

114

112



 

Pwned Passwords
 

 

RequireTLS (RFC 8689)

RFC 8689: SMTP Require TLS Option

SMTP MTA-STS (RFC 8461) - Strict Transport Security

RFC 8461: SMTP MTA Strict Transport Security (MTA-STS)

SMTP TLS Reporting (RFC 8460)

60

27

63

50

103

104

207

104

104

104

105

https://haveibeenpwned.com/Passwords
https://tools.ietf.org/html/rfc8689
https://tools.ietf.org/html/rfc8461


RFC 8460: SMTP TLS Reporting

·

·

·

·

·

·

·

·

·

·

·  

· SIEVE Variables Extension RFC-5229

·
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Value Comments Value Comments

"Value","Comments"
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"FoundAPenny", "yes"
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---------------------------------------------
The views in this message are not necessarily
those of example.com or its affiliates.
---------------------------------------------

The following message was sent by an employee
of example.com.
--
<sg:ORIGINAL_BODY Field="body:all">{Original Email}
</sg:ORIGINAL_BODY>
---------------------------------------------
The views in this message are not necessarily
those of example.com or its affiliates.
---------------------------------------------

<HTML><HEAD>
<style type="text/css">



.blueboldtext { font-family: Geneva, fixed-width; font-size: 13;
color: #114477; font-weight: bold; }
</style></HEAD>
<BODY>
<DIV>This is my header text!</DIV>
<sg:HTML_ONLY><span class="blueboldtext">Only show this text in the
HTML body!</span></sg:HTML_ONLY>
<sg:TEXT_ONLY>Only show this text in the Plain Text
body!</sg:TEXT_ONLY>
<BR>
-------------<br />
</BODY></HTML>

<DIV>&nbsp;</DIV>
<DIV>This is my header text!</DIV>
<br />---------</DIV>
<sg:ORIGINAL_BODY Field="body:all">{Original Email}
</sg:ORIGINAL_BODY>
<br />---------</DIV>
<DIV>This is my footer text!</DIV>
<DIV>&nbsp;</DIV>
<DIV>This text will be in html and text body<br />
<sg:HTML_ONLY>Only show this text in HTML message!</sg:HTML_ONLY>
<sg:TEXT_ONLY>Only show this text in Plain Text
message!</sg:TEXT_ONLY></DIV>

<sg:ORIGINAL_BODY></sg:ORIGINAL_BODY>

228



<sg:HTML_ONLY></sg:HTML_ONLY>

<sg:TEXT_ONLY></sg:TEXT_ONLY>

require ["SecurityGateway","body"];

if allof(body :text :contains "Make money now!")
{
disclaimer "text:
<HTML xmlns:sg = \"http://www.altn.com/Products/SecurityGateway-
Email-Firewall/\">
<HEAD><META http-equiv=\"Content-Type\" content=\"text/html;
charset=UTF-8\" />
</HEAD>
<BODY>
<DIV>This is my header text!</DIV>
<DIV>Another line of header text!</DIV>
<DIV>&nbsp;</DIV>
<DIV>---------<br />
<sg:ORIGINAL_BODY Field=\"body:all\">{Original Email}
</sg:ORIGINAL_BODY>
<br />---------</DIV>
<DIV>&nbsp;</DIV>
<DIV>This is my footer text!</DIV>
<DIV>Another line of footer text!</DIV>
<DIV>&nbsp;</DIV>
<DIV>This text will be in html and text body<br />
<sg:HTML_ONLY>Only show the image and this text in HTML
message!</sg:HTML_ONLY>
<sg:TEXT_ONLY>Only show this text in Plain Text
message!</sg:TEXT_ONLY></DIV>
</BODY></HTML> ."
; } 

228
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110
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RFC 8689: SMTP Require TLS Option

·

· <localpart>+requiretls@...

·
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RFC 8461: SMTP MTA Strict Transport
Security (MTA-STS)
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version: STSv1
mode: testing
mx: mail.domain.tld
max_age: 86400

v=STSv1; id=20200206T010101; 

RFC 8460: SMTP TLS Reporting

_smtp._tls.domain.tld 

v=TLSRPTv1; rua=mailto:mailbox@domain.tld 

163

https://tools.ietf.org/html/rfc8460
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Let's Encrypt 

SecurityGateway\LetsEncrypt

PowerShell 3.0 

103 106
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https://msdn.microsoft.com/en-us/powershell/scripting/setup/installing-windows-powershell


.\SGLetsEncrypt.ps1 -UserName admin@domain.com -Password Password1 -
AlternateHostNames mail.domain.com,imap.domain.com,wc.domain.com -
ErrorEmailTo admin@domain.com

AlternateHostNames 

example.com mail.example.com

imap.example.com imap.example.com"

–AlternateHostNames 

  –

ErrorEmailTo



max-age=

includeSubDomains

preload 

preload

https://hstspreload.org/

106

https://hstspreload.org/
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Temp:

SecurityGateway.exe 
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SGDBTool.exe

1.

2.

3. \SecurityGateway\app\

4. sgdbtool.exe -convertfb3 Enter

SecurityGateway.fb2

SECURITYGATEWAY.FBD  

 

 

· Message Data \\Share01\SecurityGateway\Messages\)

· Message Logs/SMTP Transcripts \

\Share01\SecurityGateway\Transcripts\)

· Attachments \\Share01\SecurityGateway\Attachments\)

· Bayesian Learning Non-spam \\Share01\SecurityGateway\BayesHam\)

· Bayesian Learning Spam \\Share01\SecurityGateway\BayesSpam\)

· Bayesian Replication ( . \\Share01\SecurityGateway\BayesReplication)
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If you are using the  

 

1. Firebird 3 Database Server

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

1.

2.
\SecurityGateway\App\SECURITYGATEWAY.FBD

3.

4. \SecurityGateway\app\

5. sgdbtool.exe -setdbconnect Enter

6.

7.
Enter
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https://www.firebirdsql.org/en/firebird-3-0/


8. Enter

9.
C:\Databases\SECURITYGATEWAY.FBD Enter

10. Enter

11.
Enter
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www.surbl.org
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http://www.surbl.org/


text]
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Bitmask:

multi.surbl.org
www.surbl.org

DNSBL 138

http://www.surbl.org/lists.html#multi


http://en.wikipedia.org/wiki/Greylisting
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Domain Assurance Council 
Vouch-By-Reference
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1. DKIM
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Sender Policy Framework (SPF)  
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PTR

HELO/EHLO
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www.open-spf.org 

http://www.open-spf.org/


text ]

SPF   159 150

150



text ]

150

226

65



Internet-Draft 06

tools.ietf.org

www.dkim.org
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www.dkim.org.
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www.dkim.org
DomainKeys Distribution Options
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SPF  DKIM
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-SGDMARC-Fail-

SecurityGateway

SPF  DKIM  

250

150

228

173

175

159 163



 

www.dmarc.org

Owner Field

example.com

_dmarc IN TXT "v=DMARC1;p=none"

_dmarc.support.example.com IN TXT "v=DMARC1;p=none"

_dmarc.support IN TXT "v=DMARC1;p=none"

v= DMARC1

DMARC1.

_dmarc IN TXT "v=DMARC1;p=none"

163

http://www.dmarc.org


p= none

reject
p=none 

 

p=reject 

p=reject 

report@example.net"

sp= none

reject

—

p=
sp=

p=



Default:

sp= 
 p=

rua=

mailto:user
@example.c
om

—

none

mailto:user@example.com

;rua=mailto:user01@example.com,mailto:user02@example.co
m"

user@example.net"

example.com._report._dmarc TXT "v=DMARC1"

ruf=

mailto:user
@example.c
om

—

From:

fo=

mailto:user@example.com, 

failures@example.com"



none

user@example.net"

example.com._report._dmarc TXT "v=DMARC1"

 www.dmarc.org

SPF DKIM

p=none

p=quarantine p=reject

 

X-SGDMARC-

Fail-policy: quarantine X-SGDMARC-Fail-policy: reject

 
SPF  DKIM  
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159 162
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STARTTLS

rua= rua=mailto:dmarc-reports@example.com
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103



ri=

ruf= ruf=mailto:dmarc-failure@example.com

fo=

rf=iodef 

rf=afrf 

RFC 5965: An
Extensible Format for Email Feedback Reports, RFC 6591:
Authentication Failure Reporting Using the Abuse Reporting
Format, RFC 6652: Sender Policy Framework (SPF)
Authentication Failure Reporting Using the Abuse Reporting
Format, RFC 6651: Extensions to DomainKeys Identified Mail
(DKIM) for Failure Reporting, RFC 6692: Source Ports in Abuse
Reporting Format (ARF) Reports

DMARC "fo=

https://datatracker.ietf.org/doc/rfc6591/
https://datatracker.ietf.org/doc/rfc6591/
https://datatracker.ietf.org/doc/rfc5965/
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https://datatracker.ietf.org/doc/rfc6692/
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rua= ruf=

noreply@<mydomain.com> 
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DMARC  

 X.X.X.X

Public suffix file URL

Publix suffix file URL 
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Honest Bank and Trust

<lightfingers.klepto@example.com> Honest

Bank and Trust

"Honest Bank and Trust

(lightfingers.klepto@example.com)" <lightfingers.klepto@example.com>

126 150

221



Sender's Name" <mailbox@example.com> "Sender's Name

(mailbox@example.com)" <mailbox@example.com>

"Sender's Name" <mailbox@example.com>

"Frank's Company (frank@company.test)"

<spoof@example.com> "Frank's Company (spoof@example.com)"

<spoof@example.com>
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· MAIL (From)

· RCPT (To)

·

· IP

· HEADER

  

· Subject Subject 

· Body—

·



·

·

·  
\b(word1|word2|word3)\b

·  
\b(word1|word2|

word3)\b 

·

·

·

·

·

·

http://www.regular-expressions.info/wordboundaries.html
http://www.regular-expressions.info/wordboundaries.html


·   

·

·

·

· —

·

Inbound

Outbound

Internal

·



·

· —

·  

·

·

·

$SENDER$

$SENDERMAILBOX$

$SENDERDOMAIN$

$RECIPIENT$

$RECIPIENTMAILBOX$

$RECIPIENTDOMAIN$

$SUBJECT$

$MESSAGEID$

$DATESTAMP$

$CURRENTTIME$

250

251

251



$HELONAME$

·

·

· RequireTLS
·

 

 

http://www.pcre.org/ http://perldoc.perl.org/perlre.html

Mastering Regular
Expressions, Third Edition 

\ | () [] ^ $ * + ? .

\

104

92

195

http://www.pcre.org/
http://perldoc.perl.org/perlre.html
http://www.oreilly.com/catalog/regex3/
http://www.oreilly.com/catalog/regex3/
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(...)
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1. "Term","Score"

2. "Abacavir
sulfate","10"

3. medical_terms.csv

4.

5.

6.

7.

8.
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· MAIL (From)

· RCPT (To)

204

197



·

· IP

· HEADER

  

· Subject Subject 

· Body—

·

·

·

·  
\b(word1|word2|word3)\b

·  
\b(word1|word2|
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$SENDER$

$SENDERMAILBOX$

$SENDERDOMAIN$

$RECIPIENT$

$RECIPIENTMAILBOX$

$RECIPIENTDOMAIN$

$SUBJECT$

$MESSAGEID$

$DATESTAMP$

$CURRENTTIME$

$HELONAME$

·

·

· RequireTLS
·
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*@company.mail, user*@company.mail,
admin@*.mail



*@company.mail,

user*@company.mail, admin@*.mail
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"BlackListAddressGlobal"

"Value","Type","Comments"
"address01@example.net","BlackListAddressGlobal","This is a comment
about the address."
"address01@example.org","BlackListAddressGlobal",""
"address02@example.net","BlackListAddressGlobal","This is another
comment."

"Domain","Value","Type","Comments"
"example.com","address01@example.net","BlackListAddressDomain","This
is a comment about the address."
"example.com","address01@example.org","BlackListAddressDomain",""

215



"example.com","address02@example.net","BlackListAddressDomain","This
is another comment."

1.

2.

3.

4.

5.

 

220

220



"Value","Type","Comments"
"example.net","BlackListHostGlobal","This is a comment about the
address."
"mail.domain.com","BlackListHostGlobal",""
"smtp.company.mail","BlackListHostGlobal","This is another comment."

217

217



"Domain","Value","Type","Comments"
"example.com","example.net","BlackListHostDomain","This is a comment
about the address."
"example.com","mail.domain.com","BlackListHostDomain",""
"example.com","smtp.company.mail","BlackListHostDomain","This is
another comment."

1.

2.

3.

4.

5.

mail.example.org,

smtp.example.org

220



 1.2.3.4," "192.168.0.1

:

"Value","Type","Comments"
"1.2.3.4","BlackListIPGlobal","This is a comment about the address."
"1.1.1.1","BlackListIPGlobal",""
"192.168.*.*","BlackListIPGlobal","This is another comment."

220

219

219



"Domain","Value","Type","Comments"
"example.com","1.2.3.4","BlackListIPDomain","This is a comment about
the address."
"example.com","1.1.1.1","BlackListIPDomain",""
"example.com","192.168.*.*","BlackListIPDomain","This is another
comment."

1.

2.

3.

4.

5.

220
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221
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132 138 162

221

223

226

132 138 162

126

223

223



"Value","Type","Comments"
"address01@example.net","WhiteListAddressGlobal","This is a comment
about the address."
"address01@example.org","WhiteListAddressGlobal",""
"address02@example.net","WhiteListAddressGlobal","This is another
comment."

"Domain","Value","Type","Comments"
"example.com","address01@example.net","WhiteListAddressDomain","This
is a comment about the address."
"example.com","address01@example.org","WhiteListAddressDomain",""
"example.com","address02@example.net","WhiteListAddressDomain","This
is another comment."

1.



2.

3.

4.

5.

 
 DNSBL132 138

126



"Value","Type","Comments"
"example.net","WhiteListHostGlobal","This is a comment about the
address."
"mail.domain.com","WhiteListHostGlobal",""
"smtp.company.mail","WhiteListHostGlobal","This is another comment."

"Domain","Value","Type","Comments"

225

225



"example.com","example.net","WhiteListHostDomain","This is a comment
about the address."
"example.com","mail.domain.com","WhiteListHostDomain",""
"example.com","smtp.company.mail","WhiteListHostDomain","This is
another comment."

1.

2.

3.

4.

5.



 
 DNSBL  

"Value","Type","Comments"
"1.2.3.4","WhiteListIPGlobal","This is a comment about the address."
"1.1.1.1","WhiteListIPGlobal",""
"192.168.*.*","WhiteListIPGlobal","This is another comment."

132 138 162

126

227

227



"Domain","Value","Type","Comments"
"example.com","1.2.3.4","WhiteListIPDomain","This is a comment about
the address."
"example.com","1.1.1.1","WhiteListIPDomain",""
"example.com","192.168.*.*","WhiteListIPDomain","This is another
comment."

1.

2.

3.

4.

5.



 

Sieve: An Email Filtering Language (RFC-5228),
Sieve's Copy Extension (RFC 3894), Sieve's Body Extension (RFC-
5173), Sieve's Reject Extension (RFC-5429), Sieve's Variables
Extension (RFC-5229),  Spamtest and VirusTest Extensions (RFC-
3685)

202

239

230 239

229
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https://tools.ietf.org/html/rfc5173
https://tools.ietf.org/html/rfc5173
https://tools.ietf.org/html/rfc5429
https://tools.ietf.org/html/rfc5229
https://tools.ietf.org/html/rfc5229
http://tools.ietf.org/html/rfc3685
http://tools.ietf.org/html/rfc3685


229

229



Sieve Scripts   

, ,  

Sieve: An Email Filtering
Language (RFC-5228), Sieve's Copy Extension (RFC 3894), 
Sieve's Body Extension (RFC-5173), Sieve's Reject Extension
(RFC-5429), Sieve's Variables Extension (RFC-5229), Spamtest
and VirusTest Extensions (RFC-3685)

230

228 239

232

233 234 236

238
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www.mdaemon.com/Support/ 

1.

require "SecurityGateway";

-and-

require ["SecurityGateway", "fileinto"];

2.

if size :over 1M

-and-

if header :contains ["to", "cc"] "Frank Thomas"

3.

if size :over 1M { discard; }

-and-

if header :contains ["to", "cc"] "Frank Thomas" {

bayes-learn "spam";

fileinto "spam";

}

4.

http://www.mdaemon.com/Support/


# discards messages over 1 mb

if size :over 1M { discard; }

-and-

if header :contains "from" "Frank Thomas" {

/* Frank Thomas sends mostly spam to us, so this script

will automatically move everything we get from him to

the user quarantine. */

fileinto "spam";

}

:

if header :contains ["to", "cc"] ["me@xyz.com", "you@xyz.com",
"us@xyz.com"]

:

if header :is "to:" (invalid)

if header :is "to" (valid)

:



if anyof (size :over 1M, header :contains "subject" ["big file",
"mega file"])

{

discard;

}

RFC-5228

:

if header :contains ["to", "cc"] "Frank Thomas" {

bayes-learn "spam";

fileinto "spam";

}

require

require ["SecurityGateway", "fileinto"];

if / elsif / else
 if 

if if 

 if elsif elsif 

elsif 

elsif 

http://tools.ietf.org/html/rfc5228


stop

address

:

require "fileinto";

if address :domain :is "from" "spammer.com" {

fileinto "spam";

}

allof

:

if allof (header :contains "from" "J.Lovell", header :contains "to"
"Bubba")

{

fileinto "spam";

}

anyof

:

if anyof (size :over 1M, header :contains "subject" "big file
attached")

239



{

reject "I don't want messages that claim to have big files.";

}

body

Sieve's Body Extension (RFC-5173)

:

require ["body", "fileinto"];

if body :text :contains "secret formula" {

fileinto "admin";

}

envelope

require "envelope";

if envelope :is "from" "MrsFrank@company.com" {

redirect "frankshome@example.com";

}

exists

:

if exists "x-custom-header" {

redirect "admin@example.com";

}

-and-

if not exists ["from", "date"] {

discard;

}

false

header

https://tools.ietf.org/html/rfc5173


:

require "fileinto"

if header :is "x-custom-header" "01" {

fileinto "admin";

}

not

size

:

if size :over 500K {

discard;

}

true

spamtest
spamtest Spamtest and VirusTest Extensions (RFC-3685)

virustest
Spamtest and VirusTest Extensions (RFC-3685)

fileinto

 

239

250 251

http://tools.ietf.org/html/rfc3685
http://tools.ietf.org/html/rfc3685


:

require "fileinto";

if header :contains "from" "Frank Thomas" {

fileinto "spam";

}

discard

:

if size :over 2M { discard; }

keep

redirect

:

require "copy";

if header :contains "subject" "Response to XYZ" {

redirect :copy "offers@example.com";

bayes-learn "ham";

}

reject

require "reject";

if size :over 5M {

reject "No way! This message is too big for me to accept.";

}

vnd.mdaemon.securewebmsg
 92



require
["securitygateway","reject","fileinto","envelope","body","regex"];

if allof(header :matches "subject" "[Secure Message]*")

{

vnd.mdaemon.securewebmsg;

}

require "reject";

if header :contains "subject" "[SPAM]"

{

reject "I don't want your spam";

}

require ["SecurityGateway","reject"];

if header :contains "to" "Real Name"

{

bayes-learn "spam";

reject "I don't want your spam";

}

require ["SecurityGateway","comparator-i;ascii-numeric"];

if whitelisted

{

bayes-learn "ham";

}

elsif anyof(blacklisted,spamtotal :value "gt" :comparator "i;ascii-
numeric" "20.0")

{

bayes-learn "spam";

}

require "SecurityGateway"];

if not lookup "rblip" "all" {greylist;}



require ["SecurityGateway"];

if size :over 1M

{

alert text:

To: admin@company.mail

From: postmaster@$RECIPIENTDOMAIN$

Subject: SecurityGateway Content-Filter Message

X-Attach-Msg: No

$RECIPIENT$ received a message larger that 1MB.

.

;

}

 

require
["securitygateway","reject","fileinto","envelope","body","regex"];

if allof(header :matches "subject" "[Secure Message]*")

{

vnd.mdaemon.securewebmsg;

}

require “SecurityGateway”;

ip

· cidr—

if not ip :cidr "10.0.0.0/24" { greylist; }

229



· public—

(127.0.0.0/8 192.168.0.0/16 10.0.0.0/8 172.16.0.0/12 169.254.0.0/16)

if ip “public” { greylist; }

· private

· ssl

· des

lookup

· ptr

if lookup "ptr" :matches "*.domain.com" { greylist; }.

· resolves

· resolvestoclient

· error

· helo

· resolves

· resolvestoclient 

· error 

· mail

· resolves

· resolvestoclient

· error 

· spf

· pass

· fail



· error

· rblip

· all

· any

· error

· rblhdr

· all

· any

· error

port

port

if port 25 { greylist; }

auth

· succeeded 
auth

· match — 

verify

· from 

· fromdomain 

52



· fail_from 

· to 

· todomain 

· fail_to — 

dkim

DomainKeys Identified Mail (DKIM)

· pass

· fail

· error

cbv

· error

spamtotal

OutbreakProtection

Outbreak
Protection

· spam

· virus

162

177

150

128



· phish

· suspect

· bulk

· error

whitelisted   

· all

· ip

· host

· mail

· from

blacklisted

vbr

· —

· error

221

226

223

221

221

213

146



error

disconnect

greylist

dynamicscreen

tarpit

sign

· dkim
DKIM

· vbr

throttle

ipshield

spamscore

144

185

188

163

163

146

189

184

150



tagheader

addheader

removeheader

alert

changesender

 SMTP MAIL

FROM

require ["securitygateway", "envelope"];

if envelope :matches "From" "frank@internal.mail"

{

changesender "frank@example.com";

}

execute

·

·

·

require ["securitygateway","relational","comparator-i;ascii-
numeric"];
execute "Test.ps1" "-msg '${message_filename}'";

The text of the PowerShell script that will log the filename of each
message processed is...

110



param
(
    [string]$msg = ""
)

Add-Content -Path "c:\files_processed.txt" -Value $msg
Write-Host $msg
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